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iCloud &iF

Checklist #1: iOS &8

HAZHARERIERIILFRT

= FIARBEIFICR, IBESS,
ELHE BHRIEFH

» WG EE AR
o ENRE. HE
= “iCloud Drive” THIHRZERBA
» BLHIEREEETEENNETRE

FFifia, fWhatsApp#lViber &

)

14:49 4

< Apple ID

STORAGE

iCloud

iCloud

342 GB of 2 TB Used

Photos @ Backups @ Others @ Family

Manage Storage

APPS USING ICLOUD

2| Contacts
? Calendars
Reminders
Notes
| Messages
) Safari
Stocks
| Home

Y Health

14:49 9

< Apple ID iCloud

¥ Health

0 walkt

@ Game Center
Siri

ﬂ Keychain

6 Find My iPhone

iCloud Backup

% iCloud Drive

w Books
iMovie
n Apple Support
™ clips

8

= Maps

n Voice Memos




iCloud £%4&

Checklist #2: icloud.com Webihidl
s AEEANHBEITUEING o

iCIo I . James v | @
175' 18]
- STEERPREA RS T (N .i . .
= Web 588 7574 (L M{RTF{Ecookie T

)

Find Friends Find iPhone Settings



- o =
I I O u d 1 E w App Store, iTunes Store, iBooks Store, Apple Music activity

ﬁ Apple ID account and device information

@& Game Center activity

Checklist #3: privacy.apple.com [Frsmmms

12 iCloud Calendars and Reminders
» HElRERM .. EEMEMBESHN
%_( | s | &ﬁ Maps Report an Issue

Y 3 - . - b
— \& &%ﬂ ?E k ig == g _/I\ E HH Marketing communications, downloads, and other activity
) ==3==] =M ~

Apple Pay activity
2 g *EI] Z: |E'I E{J &HE*%EC (tXt! CSV! Xm | y Kl Apple Online and Retail Stores activity
json)

iCloud Notes

Show more

L3 AppleCare support history, repair requests, and more Show more

o giﬁ—%ﬁ%/j_}ﬁ] E{J (i Ij\:l.g.B ” &?E 5 iCE:uddComacts
(B T ETRE) o

| E-Eiﬁ @ Eg ZEE BI%\’?EEE E/ﬂﬁjﬁz —F The following items may be large and take a long time to download. Select all

% iCloud Drive files and documents

() icloud mail

& iCloud Photos




iCloud &£

Checklist #4: BIFFiEK

= apple.com/legal/transparency/cn.html

» EERNFEANFTBEKRNAITHER
= MEBMER (2018F78- 128)

Requests for Customer Data

Request
Type ®
Device

Financial
Identifier

Account

Emergency

Requests Identifiers Requests
Received Specified in where Data
® Requests @& Provided &
689 127595 660

95 471 83

42 7154 41

0 - 0

Percentage of
Requests where
Data Provided @

96%
87%

98%



iCloud &£

Checklist #4: BUFiEK B
= 6N BHAlEl, RBE689MERIENK
- RERIBEXRBRHRENERFEIREEXNEPEERAID
- BEBERETFIZERG, WAppleFFIS . IMEISEMEID
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iCloud Z=

Checklist #4: BIFFiE K

Information Available from Apple

Device Registration

Customer Service Records

iTunes

Apple Retail Store Transactions

Apple Online Store Purchases

Gift Cards

iCloud

Find My iPhone

Extracting Data from Passcode Locked iOS Devices
Other Available Device Information
Requests for Apple Retail Store CCTV Data
Game Center

iIOS Device Activation

Sign-on Logs

My Apple ID and iForgot Logs

FaceTime

iMessage

A.
B.
C.
D.
E.
I
G
H.
l.
J.
K.
L.
M.
N.
0.
P
Q.
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iii. Email Content and Other iCloud Content. My Photo Stream, iCloud Photo Library,
iCloud Drive, Contacts, Calendars, Bookmarks, Safari Browsing History, Maps Search
History, Messages, iOS Device Backups

iCloud stores content for the services that the subscriber has elected to maintain in the
account while the subscriber’s account remains active. Apple does not retain deleted content
once it is cleared from Apple’s servers. iCloud content may include email, stored photos,
documents, contacts, calendars, bookmarks, Safari browsing history, Maps Search History,
Messages and iOS device backups. iOS device backups may include photos and videos in
the Camera Roll, device settings, app data, iMessage, Business Chat, SMS, and MMS
messages and voicemail. All iCloud content data stored by Apple is encrypted at the location
of the server. When third-party vendors are used to store data, Apple never gives them the
keys. Apple retains the encryption keys in its U.S. data centers. iCloud content, as it exists in
the subscriber’'s account, may be provided in response to a search warrant issued upon a
showing of probable cause.

). iMessage




iCloud &%

Checklist #5: 43 BRI

REWEIAENK:
= iCloud&1s
» —BEHHYE (SafarimEMNPS. KREA. £iB.

IEEEERS)

. BE
VARNY

 (RABEWMAERERIDNESE
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iCloud &%

Checklist #5: 9 EB{®1F - 2FA

BEWNESPIRIENKF:
= Cloud&n (HINRIF)
= —UEHEIE (SafarimEMBE. BEREA. £EiC.

EEETRY )
- RA
= ERERID, B, —RER;
= FEEEN; 2FARR— TR ERSTREMN
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iCloud &%

Checklist #5: 2 BRIP - 2FA + 188 X5

REF=NEEATHINERF
- BEMERERE
" RERIEDN (HE)
= FEAE
= PR (iICloud 43 5%)

= ERERID, B8, 2FARBHIRERSUHERS
2 (MEAZICHIRE) FEIHD

 XEHIRTEIEE B ATIEKIKE
= AeE@ I privacy.apple.comifid
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iCloud EZ£ &z
iCloud EIZ#E

- SERRESHAL, FRESURES
e
- & S S

= EFEE: 8TKP, 2NRE
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iCloud [EIZ&1E
B2 A2 N _—

Password Recovery Wizard Tools

| | iCIOud $B1¢, E }j_J, H%/%A Download synced data from iCloud
= Safariiyl \S /LT HIRE |

@O & 6

~| Safari ~| Calls ~| Account info
- iﬂ = & 1—‘_— % ~| Calendars <| Apple Maps ~ iBooks
== N==] IO\ A ~| Notes < Wi-Fi Messages
~ Contacts ~| Wallet

= BHE (WRiCloudBHFEEER)
= (A, HE
= RBRZ

To download categories marked orange from the list above you will need to

provide a passcode for a trusted device linked to the account. Download...



iCloud Bk
RIS KR

= {EFHEIcomsoft Phone Breaker
FHNZ L ARG

= EEApple IDFZEG

= E, AILUERSHIIESHE

= EEAFERSEINRIRSEE

Password Recovery Wizard

@ Decrypt backup
With known password
% Explore keychain

O § Extract authenncatlon token

\ X operating system

Elcomsoft Phone Breaker

Tools

BlackBerry Apple Microsoft

Download from iCloud:

CJ‘B Backups
@ Photos

"-Q Files

O & 6

@ Synced data

Keychain

FileVault
Recovery token

17



iCloud &%
iCloud B=BMEH

App# (MNRFRERITFED)
RE (XZHiCloudBRR EXRERI)
HE (WRiCloudiBERKRERA)
=1 (=)  “XRARE”
BKEREA. BR. £icF,

BY N ARRFEICloudFREFRIANERD
G b2
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iCloud &1%

iCloud &14: FSLER
. EHEIUSGBRIRETH K

« ERSEER, WERPREEHES

BT &13)
E A IASiICloudTF i == (B4 F Sk 171
&l M [E & &E

= AAE— MNHEEFEEZSHEHEN
HIEE (>5GB)

RAMAEREIFEIBNIREHED
RAAMINIRER, BAXOEPD
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iCloud &5
$REX iCloud &1

= R, BGEEEWebREIFIOE
i

= &I 1: ¥iPhone, MiCloudikE,
HITIZEXRE

= EIR 2: Elcomsoft Phone Breaker
FHZ D R

Password Recovery Wizard

Elcomsoft Phone Breaker

Tools

BlackBerry Apple Microsoft

Download from iCloud:

@ Decrypt backup
With known password

CJ‘B Backups

r@ Files

% Explore keychain
Tunes, iCloud

O § Extract authentication token
\ Non-live Mac OS X operating system

@ Photos
Keychain

@ Synced data

FileVault
Recovery token

O & 6

20



iCloud &5
$REX iCloud &1

FEERIMNEE

TEFA (WMMERFA) , BRIENT
EB9Mac12EX

ZiEFESH (i0S 11.3.1+2FA
ZBIRRA )

BFEMBER “NREEA" i
mE, TikE=

0 e Elcomsoft Phone Breaker
Password Recovery Wizard Tools
BlackBerry Apple Microsoft

Download from iCloud:

()
Decrypt backu 1
@ Wmm:pasmm p CJ‘B Backups ';Q Files
Explore keychain | i )
% m"ng e, ey @ Photos () Synced data
o n . N
Extract authentication token i FileVault
\ Non-live Mac OS X operating system Keychaln Recovery token

O & 6
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iCloud: 283

iCloud Z$38%

- B, SEMEMAEEEICIoudE S

» ERARMEA T ASAPIRIGEICloudZ $A5E (X E XS
TR E T N AR FRREEE)

- JLENARREIAOSZHL
« RO LAIEM#EEICloudd, tBAILARTE#EEiICloudd

iCloud Keychain ()

22



Offer to save passwords ®

|+| & Passwords Q_ Search passwords
Google: &5 L

;.)tEE HX C h rome g EE_', W e ke —— d
MR BT EAAIZE (IR EREChrome AP EES) .

- EEATNEE, TR . -
chrome://settings/passwords ® w2 I
e v
. REHO

. I{%ﬁ Elcomsoft Internet Password BreakerZ i3Ik E
R

= BNBYiAIE)
o SHEIAR G
= BN EIREHNEEFH

@ 192.168.178.101 admin - sessess ®
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iCloud BE

iCloud RRIER
» 0SS 1M ANRESRAATgESETICloudEEZER
(iMessages, SMS)
= EUTFiCloudZ A sERIIRIP
= AES256 1%, SEZ
= Z=EApple ID, Z53F0 2FA
= MNREMNZEENMacEI, NARTBE2FA
» REXBEIEMSENEEHRAEG
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NE
R BT AR E
= ¥51H

= ST

= [RIFBAHRER, BUSFEET

= B BRERAENTERIET
https://www.bbc.com/news/technolog
y-45183041
https://www.macrumors.com/2018/0

8/13/google-location-history-
disabled-still-stores-data/
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Ad Clouds

1SLL % A 9) Jumptap.

=5 R RS

(D reemianede
- RENE, RRA, BEEALAE
= AT EFMARRS

: = [ skyRocket
i

B ADXKTRACKING

Ad Mediation Platform

- EEBLNZERE B EAIE? :
- HEEIEKIE: ;

= SPRLABWSLUCEEIRE

= NEHRENNVELIRE
 BEWI-FiINZZF R EBSSIDE

« EEERIPHu/E A EEIRRIEIR

Rovio Cloud

¢ an
User Regislration | ROVIO

I] 27

Information Collection
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= PIEBIGE (I0S, Android, Windows, macOS X, other systems)
= Apple iCloud
= B=BRIKF
= ARG
» BERESESNA
= RIEEWRIER
= AN
= TENF
= R A A
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Apple W{ATFMEALEEE ?

- VEEEER:

= BIEEFIDR

= PLIST &

= JSON &
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BEXHF (430K
TFHEEMIE ?

EGHIRE (SRS/SIPEFEX)

R E N &R

GBS/ SRR

iCloud 29
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RHEE (EEHUNIX
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NE
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- BHAUUEREINARERF LFKER
= AIUEREE, fib, AE(#MEZR)E
- HEFHETEIREL

= EHUEREH, ALRESEMIEICRITERH
= ETFERERIMNE

» ORETFMSDNER@GME . F=FNAE. R
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NE

iTunes&n: LEXIENFREIR

At (iTunes) BB EFEERIIFIEFR
EHEESEHE (REFEEEYERE FAIFIALZE)

Apple [ = NBERE
=P » RE/EENHS
14K (EXIF) ARSI HTHBRI R FRY

sAESpuAREKE (PP Pay B

MEF
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NE
8 (EXIF)

= Windows, macQS, iOS, Android

= Windows: X/HEH > FHER > GPS
* macOS: EZER > GENEE

- BRI R  B R )

= HUEREREEXIFiREE, @BV EHE, X
i£E7

Photo Info




&
#t

= TFEEN XA
* /HomeDomain/Library/Passes/Cards

* /HomeDomain/Library/Passes/BadUbiquitou
sPasses

® rancer
= Fi#kpass.json3iE s
- GEEEMNERER

"description": "SOURCE to DESTINATION",
"formatVersion": 1,
"organizationName": "The Airlines",

"relevantDate": "2013-02-20T20:40:00+01:00",

"boardingPass": {
"transitType": "PKTransitTypeAir"

"locations": [
{
"latitude™: 12.11334800,
"longitude": 13.56972200,
"relevantText": "AirportName1"

"latitude": 80.45861100,
"longitude": 80.10611100,
"relevantText": "AirportName2"

34
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E=HNARS

» ZNE=FNAERMERWEMNEEIE
» BM{ERAERZNARERF
s XLEHIEE TunesEIDHAIEERTA, el ¢

Allow “Uber" to access
your location even when
you are not using the app?

E‘EZ{EJ’JEH "jszﬂgtc;r:?rmingObject":{
O Ny O N ANy = 5 "location":{
. mﬁﬁ*ir%ﬁjﬁbﬁﬂ—gﬁ&:‘: | 1&5“\\ "course":-1,
"city":"test",
= /private/var/mobile/Containers/Dat a4
a/Application/<UUID>/Library/Cac "gps_time_ms":1506351484216,
heS/ "latitude":1.2,

horizontal_accuracy":65,
"vertical_accuracy":10,

»  <UUID>: L1885 FRIE—RIN R/ } "altitude":0.1
i/.f l‘/Q'f‘? }
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 ZRESONNNERER o
- iCloudB=E S (R ERE B BiCloudEH) | R IER
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» HEREER = Apple Pay 1R
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NE
NEEZTF ((NERR)
HHEE !

/private/var/root/Library/Caches/locationd/cache_encryptedA.db
/private/var/root/Library/Caches/locationd/cache_encryptedB.db

'/A\péi\éate/var/ mobile/Library/Caches/com.apple.routined/cache_encrypted

/B péi\éate/var/ mobile/Library/Caches/com.apple.routined/cache_encrypted

5E, 22, 5E, Ha&, KEEE, EERE, &E, fid, EEE
RINGE, RINZE, RREE, RREE
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01:50 7

¢ Back Significant Locations

Significant Locations

@

Allow your iPhone to learn places significant to you in order
to provide useful location-related information in Maps,
Calendar, Photos and more. Significant Locations are
encrypted and cannot be read by Apple.

HISTORY

Kochi Kerala
1 location, D5/10/2018

Bawshar Muscat
1 location, 04/10/2018

Hounslow England
2 locations, 04/10/2018

Toronto Ontario
8 lacations, 30/09/2018 - 03/10/2018

Mississauga Ontario
3 lacations, 30/09/2018 - 04/10/2018

Huaxian Guangdong
1 location, 26/09/2018

Pasay City Metro Manila
1 location, 26/09/2018

Tagaytay City Cavite
2 locations, 27/09/2018 - 28/09/2018

Sheremetyevo Khimki
1 location, 25/09/2018

lonbeso Mocksa
1 location, 10/02/2018

Erankfurt Hess @ ———

01:50 7
¢ Back Moscow Moscow Edit
—g =
o
SSolnechnogorsk Khot'kovo
Peshkovskoys oKrasnuarmEysk
yshkino oChernagolc
Bukarevskoyeo “ Lig ONDgiHSI
o
rasnogorsk:{ opaw
Odintsovuor@ Og@’ub rhtsi "
Kubinka i« G EEDHKOVOR]Y,
o Vidnoye,
Mozhaysk M“k?vs@o

X_shcherbinka® | 2
i Ky opo odedovo
Bodol'sk

Namfi:nn‘unskD

Legal

Miklukho-Maklaya ulitsa
87 visits since 24 January 2018

Onma-Mpecc Uueect, 000
36 visits since 25 January 2018

CTonu4YHbINA MpombiwneHHsiin Coos, 000
20 visits since 15 February 2018

Apt T
18 visits since 3 February 2018

TpeiinmapkeT, 000
11 visits since 4 FED?’LJBW 2018

L'va Yashina ulitsa
5 visits since 18 July 2018

000, AHTapec
4 visits since 20 August 2018

Td Akvatoriya OO0
4 visits since 17 May 2018

01:519

¢ Back  Miklukho-Maklaya ulitsa

Legal

09:21 - 12:37, arrived via a 26 min drive
22/08/2018

00:58 - 08:11, arrived via a 3 hrs, 5 min drive
22/09/20718

23:46 - 09:40, arrived via a 1 hr, 28 min drive
20/09/2018 - 21/09/2018

03:40 - 09:35
20/09/2018

1719 - 14:32
13/09/2018 - 14/09/2018

07:50 -12:23
13/09/2018

19:26 - 20113
12/09/2018

23:09 - 04:16
1/09/2018 - 12/09/2018

Edit
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WA=
A BHYE (iCloud)
= REGNAETICloudNES N BEEIE:
= ERME
- fEER
= HB
- %8
- BEREESSRMERUE:
» FEMA: BRNEEIEENETEME, %idiCloud,
= Wi-FilE#z
» REBSSIDEXHERUE
= RIERE, TREAEENEE (XE—REENRE—XE
ETE )

= BEESNER



&

PFEAXEGREFNNME

» RADHEROTEAX Y, pittrss, KMEL,

IREEXIFE,
= RAMERENE

XIFIE o

Satellite Grid Q Seard
Library invs i e
talnwsioge 0
[E photos sa;
oty - SEUGTEERE Tl o O o lés,
42) Memories St
@ Favorite: Pinal
san Rafael
A reople o
(P cigmsate S0 Pabl 1 Sobrante
Recreation Arma

[P U Y W e AR T ST hmond
... Larkspur® M
» (@) Media Types Bolinas | Ll Cerrito
» (51 way A Mill Valley™

AR Stnson Beach’' o
i WBunt Tams psts ibany”
Projocts Siate park - Berkeley
> [ My Projects Tiburo &
o =
Sausalito
s
Piedmont_
Oakland
Alameda®
e
Daly City’ 3D/ 48
uuuuuuuuuuuuu )

/private/var/mobile/Media/PhotoData/Caches
/GraphService/PhotosGraph/photosgraph.gra

phdb

photosgraph.graphdb

ZProperty

7 PK

Zidentifier

2V alue_Integer

#value_Double

Malue String

ZKey

40



Vladimir's iPhone X

Y Fitter IEN
Date

From:  21.07.2012

Until: 20.09.2018

| Devices

~| iPad mini 3 (%)

~| iPhone (68)

<

iPhone 4S (5)

~ iPhone 5 (1)

¥ iPhone 5s ()

| iPhone 6 (1134)

~ iPhone 6s (1)

| iPhone 7 (1672)

v iPhone X (39)

~ | iPhone X (GSM) (5)

al

%

Sources

4

Base Station (LTE) (3139)
Calendar (22)

Camera roll (4932)

4

4

1

Google Maps (1165)
Graph Service (@51)

<

4

Locations cache (37533)
Significant locations (398)

<

Elcomsoft Phone Viewer

Locations from EXIF and WI-Fi data s being searched for. I

@& Locations

Locations: 58051
Most recent: 20.09.2018 21:39:34 55.6392288 37.5383277
Oldest: 21.07.2012 11:12:19 60.7353333 7.1228333

20.09.2018 21:39:02 .. 20.09.2018 21:39:02 ...  55.6392274 37.5383805
20.09.2018 21:39:02 ... 20.09.2018 21:39:02 ... 43.6569855 -79.3663677
20.09.2018 21:39:02 ... 20.09.2018 21:39:02 ...  43.6478675 -79.3725589

20.09.2018 21:39:02 .. 20.09.2018 21:39:02 ...  43.6473914 -79.3854163

20.09.2018 21:39:02 ... 20.09.2018 21:39:02 ... 43.6571190 -79.3

20.09.2018 21:39:02 ... 20.09.2018 21:39:02 ...

20.09.2018 21:39:02 ... 43.6587155 -79.3757145

20.09.2018 21:39:02 0.09.2018 21:39:02 ...  43.6479719 -79.3841547

1:39:02 .. 20.09.2018 21:39:02 ... 43.6531198 -79.3771455

20.09.2018 21:39:02 ... 20.09.2018 21:39:02 ... 43.6479719 -79.3666280
20.09.2018 21:39:02 ... 20.09.2018 21:39:02 ... 43.6500623 -79.3841547
20.09.2018 21:39:02 .. 20.09.2018 21:39:02 ... 43.6479719 -79.3858576
20.09.2018 21:39:02 ... 20.09.2018 21:39:02 ...  43.6534647 -79.3769452

20.09.2018 21:39:02 ... 20.09.2018 21:39:02 ...  43.6559167 -79.3518040

20.09.2018 21:39:02 ... 20.09.2018 21:39:02 ...  43.6509099 -79.3624454

20.09.2018 21:39:02 ... 20.09.2018 21:39:02 ... 43.6498167 -79.3607394

20.09.2018 21:39:02 ... 20.09.2018 21:39:02 ... 43.6569374 -79.3571669

20,09.2018 21:39:02 .. 20.09.2018 21:39:02 ...  43.6596088 -79.3517464

| satote _+| _Endae | lowton [ dgress | source |

N/A Locations cache
N/A Base Station ...

N/A

N/A Base Station ...

Base Station ...
N/A Base Station ...
N/A Base Station ...
N/A Base Station ...
N/A Base Station ...
N/A Base Station ...
N/A Base Station ...
N/A Base Station ...
N/A Base Station ...
N/A Base Station ...
N/A Base Station ...
N/A Base Station ...
N/A Base Station ...
N/A Base Station ...

Unknown

Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

Unknown

Unknown

v Sources

v Base Station (LTE) (3139)
v Calendar (32)

v Camera roll (4932)

v| Google Maps (1165)

¥ Graph Service (851)

¥ Locations cache (37533)

¥ Significant locations (398)

Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

Unknown

Accuracy: 1.41 km
Accuracy: 1.41 km
Accuracy: 1.41 km
Accuracy: 1.41 km
Accuracy: 1.41 km
Accuracy: 4.85 km
Accuracy: 1.41 km

Accuracy: 1.41 km 41




iCloud BXilE

iCloud [EZ#

THE ST N E S

» iCloud 2488

- RREGE

* (52 (SMS #1 iMessage)

= F=AE

B FERENEG

42



iCloud Bk

sy INE 3

iCloud BIZF#
= INZZFN{RIP
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Apple Health

= EHE - BED=E

= EF - RBHNDRE

= BER - fRROBEER SR

=  Mindfulness

Bt N RO RS B

= B4R - SEMEE

= BERIC: - CDA + ZRiER

= OMESEE - ME. OF

= GIEER - HESFB LA yue

» MELR - SHEZENHAER (FUFEKE)
= BEEER - IIE, AR, OF, FR=E
= EfT ID - EXETEHIE




Apple Health
Apple Health M BB EE 3REXNEHE

=  MHealthKiti&& (iPhone, Apple Watch, RaMNESIBIZEE) =
WS £ 7

- BEHIERER
= fkiE, ME
= TEN, OREAESREE

12:59 7 Wl LTE @)

{ Workouts Data Sources & Access Edit

0

Workout Routes

APPS ALLOWED TO READ DATA:

FITIV Ride

r‘., RunGap

olelele

Share workout route data with apps listed above. As apps
request access to your data, they will be added to the list.

DATA SOURCES:

= Apple WatchW&EEREEE, TEEN (TLMERE=TNAER @ 0w

» E=HFMNARER (Nike +, Strava, Workouts ++)
= TIEFEREEUESE

= BNUREREIE— “HET BZONARRIIER, BTIRE
ZRBNEIRE

= WAE “RERT > TR PRSI PEIEE = N

. Runtastic
. FITIV Ride

rces above allowed to update your workout route
data W! hen multlpie sources are available, one data source
will be chosen based on the priority order listed above.

3] s L

Today Health Data Sources Medical ID



Apple Health
iBialApple Health#1E
= MNERENEREFRTFSE (XML)
= AR (X0E)

» HRFIRE (EEHE)

« GDPRi&X

= EAF/ BUEBBIIEK

= =IZEN
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I=EXApple Health#iE: MBENAGZE
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= RINBHFHHIEEApple Health#Hz!
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» HITRMBZANZRE— S ANES
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= REE, ihidApple Health#3E
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Apple Health#l iCloud

Apple Health#3EE] LAMICloud3kiS
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: "j Facebook

32m
o YouTube

30m
@ Instagram

26r

. Netflix
20m

25m
u 18m

| Messages
a Twitter
Downtime 15m
¥ Schedule time away from the screen.
News
iiﬁ‘“ App Limits 13m
&F  set time limits for apps.
Show More

m Always Allowed
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() Social Nt'?iworking Picked Up Phone
- ERSMNARFRE : :
A § Safari e NOTIFICATIONS
- EREERFANRE ° =.. -

% Tweef.bm. 'z 1, 01 8 ¥

o Maost Pickups
Productivity

PICKUPS Messages

109 per day 764 Total Pickups @ Insta:gram
= g Mail

| Picked Up Phone

Spark
.
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£ Settings Screen Time
i0OS REME: RESFRMG
= IREREUPRFIFENERK, RR, HRMES, FiE iPhone
AR Bt E T 7 25 RO iE]
. EEE/%*D BE%U Eﬁ\ﬂﬁﬁ g;afndnng & Refere... 29m Networking sm

= IREEVEEF LN EREFRS ’ Comifie
= AEFFEFAPRE!

Today at 7:35 PM

=3 App Limits
=¥ cet time limits for apps.

5 Always Allowed
“e¥  Choose apps you want at all times.

@ Content & Privacy Restrictions
Block inappropriate content.

FAMILY

Display & Brightness P
2 Jignesh Padhiyar

Wallpaper ppesd
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7:20 7

Settings

Display & Brightness

Wallpaper

7:509 Sl T

£ Settings Screen Time

Today at 7:35 PM

iPhone

Reading & Refere... Social Networking Productivity
51m 29m 5m

Downtlme;

Schedule time away from the screen.

% App Limits
¥ Set time limits for apps.

»  Always Allowed
“e¥  Choose apps you want at all times.

@ Content & Privacy Restrictions
Block inappropriate content.

FAMILY

::“\;J Jignesh Padhiyar
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iOS REMNE: iCloudE¥

» BEENOESMEE LERNBER

= EidiCloudEZ =4 B B F0 Az FA PR
 [REIBsINATFREIRS

» ([FHBEREIERLSEIE—Apple IDLEBFR
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7-Year-Old Hacks Apple's
Screen Time Restrictions

JESUS DIAZ

Redditor PropellerGuy’s 7-year-old son has cracked a way to bypass Screen Time, the new Apple i0S 12

feature that — among other things — is supposed to allow parents to set limitations to the time kids can

spend in their tablets and phones.

¢ Screen Time Jason Brennan

SCREEN TIME

Jason's iPad

aaaaa

1h50m 45m 25m ‘

Downtime
¥ Schedule time away from the screen

=5 App Limits
¢
[ﬁj Set time limits for apps
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= i0S 12: REBRIPFNAMMER (LRAEE
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g iOS 12: iCloud (EZEApple ID, &3, 2FA,

BEZ )
= jOS 13: X iCloud (fHRIZEX)

7:20 7

Settings

Display & Brightness

Wallpaper

7:509 Sl T

£ Settings Screen Time

Today at 7:35 PM

iPhone

Reading & Refere... Social Networking Productivity
51m 29m 5m

Downtlme_

Schedule time away from the screen.

=5 App Limits
=¥ et time limits for apps.

sy Always Allowed
“e¥  Choose apps you want at all times.

@ Content & Privacy Restrictions
Block inappropriate content.
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= Elcomsoft Phone Breaker i#17#2EX S C e 8 0
= Elcomsoft Phone Viewer #17&%& i e

com.nianticlabs.pokemongo

FaceTime
Maps
Messages
Phone

Downtime

Day of the Week 4 | Enable | Disable

Friday 22:00 07:00
Monday 22:00 07:00
Saturday 22:00 07:00
Sunday 22:00 07:00
Thursday 22:00 07:00
Tuesday 22;00 07:00
Wednesday 22:00 07:00
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creen Time  Screen Time

@ Reading & Reference
ﬁ Reddit

s Games
o Social N:etworking

Productivit
¢ y

a Safari .
% Tweetbot
Shi

PICKUPS

109 per day

(4 Picked Up Phone

Screen Time Screen Time

1 09 per day

Picked Up Phone
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101194 all =+ @)

¢ Screen Time  Last 7 Days Devices

SCREEN TIME Today at 10:19

ﬂi%'ltrz:/—E

iCloud: #& FRE2HA?

iCloudhFEE ZNE LS EIE

 REHIE (HomePod, &g
@%g, *]‘ﬁjﬁ rEl_ﬂﬂ_ ﬁ_) Favourite Access? ies

e N e “ o m Weekly Total 39h 19m
. Jﬁ%ﬁj‘lﬂ (F“ FEREN; LABT B fercon B iunorcon B ting reon

| Ab ‘ 214: ? —}E &HR& ) Eve Room Eve Room Eve Room LIMITS
VS Hb PR Updating Updating Updating

5h 37m per day

Social Networking P ding & Referenc
17h 50m 6h 57m 5h 8m

Games 1hr
/=2 AZ T
. 1%5%&\

Social Networking 6 hrs

Living Room

- iE"*D EQ;E_E HomePod

MOST USED SHOW CATEGORIES

n Facebook
7h 19m
Mail
4h 53m

Remember Celebgate? ;)

Navi
3h 55m
7 Messages
u 3h 52m
e}
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Apple EHEIRIP

iCloud 2=#58 (HT202303)

End-to-end encrypted data

End-to-end encryption provides the highest level of data security. Your data is protected with a key derived
from information unigue to your device, combined with your device passcode, which only you know. No one
else can access or read this data.

These features and their data are transmitted and stored in iCloud using end-to-end encryption:

e Home data

e Health data

¢ [Cloud Keychain (includes all of your saved accounts and passwords)
¢ Payment information

e Siri information

¢ Wi-Fi network information

To use end-to-end encryption, you must have two-factor authentication turned on for your Apple ID. To
access your data on a new device, you might have to enter the passcode for an existing or former device.

Messages in iCloud also uses end-to-end encryption. If you have iCloud Backup turned on, your backup
includes a copy of the key protecting your Messages. This ensures you can recover your Messages if you
lose access to iCloud Keychain and your trusted devices. When you turn off iCloud Backup, a new key is
generated on your device to protect future messages and isn't stored by Apple.

FISLE

FEHE: TARE, EUFR

BERS: B, WRIKFHRER
EBZi#EHmacOS 11.4 /i0S 125E&
SR

iCloud Z#5%%: &
X11ER: &

Sii 15/5: &

Wi-Fi W15/ : IXEHEE

REYU, XAZHKBEDATLTEH, HiE
B A TR
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Apple FIHEER)
Apple WA RHSEEDI TR
= HUAERI AT LUBEBUAE BB KIKEUIETE
» BENIRERREZERN(TEEEAFNEER)

» FEFUHIES LM, FaoREM
= 1EFA:

https://www.apple.com/legal/privacy/law-enforcement-guidelines-outside-

us.pdf
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HEEB IR UMNE & IEER

P RFEK, AERKFPERIER

FrEis KEPzRERARABERLE (Apple’ s privacy policy )
NHEBANER, FRQTUEEERAREER

FEARSKEINMZNER ., RETHEEZRHE, BREATHESHENIAR
REIIERESR

FZ2ERERE=FTEHRS, HlWKleopatra, GPG, Cellebrited}BlackBag
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RESZEEXH
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XM IERIZIK

KEHMNA

Apple FREINZER ZE R TURIESE
RETRERN, BREHEIR
BE=77 TEMMRSS BN T EIMEIRAFFEIR
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15 apps and services

Downloadable in files of 25GB or less
l \p p I e D G D I I { = Apple ID account and device information

« Maps Report an Issue
¢  Marketing subscriptions, downloads, and other activity

1—'—&%‘@% E(J u}E ses «  iCloud Photos

s iCloud Contacts
s AppleCare

- Fﬁ-ﬁ ig&*}%%ﬂ&ﬁ[{i « Apple Online and Retail Stores

e iCloud Drive

» App Store, iTunes Store, iBooks Store, Apple Music
- GEEA i

e (Game Center
s iCloud Bookmarks

= WEHSE, X, iClouddpf + iCloud Mai

e iCloud Calendars and Reminders

- TREEBEIE ! oterdas
- REMEERIE—RIBRAIRE

This process can take up to seven days. To ensure the security of your data, we
use this time to verify that the request was made by you. We will notify you when
your data is ready. You can check the status of your request at any time by visiting
privacy.apple.com/account.
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Apple ¥1 GDPR

t4a

» BARMRBEASER: EREARER

AETE...

BERAALT
Apple Pay — M\XK5iCloudE&£
B3Rk B 7= B iB) PR 51
AR - Mz
BT LIBET

28 - iCloud Z4AEEBEIMYNNZS

HA TR E S

BREEE - FHMINE, FEEE

AT URE S

App Store, iTunes Store, iBooks Store and Apple Music activity
ﬂ Apple ID account and device information

KB Apple Online Store and Retail Store activity

8 AppleCare support history, repair requests and more
‘ Game Center activity

° iCloud Bookmarks and Reading List

12 iCloud Calendars and Reminders

@) iCloud Contacts

iCloud Notes
J’ﬁ Maps Report an Issue
® Marketing subscriptions, downloads and other activity

o Other data

The following items may be large and take a long time to download:

& iCloud Drive files and documents

D iCloud Mail

& iCloud Photos

Show maore

Show more

a

a

[<]

<]

a

[< ]

<]

a

Deselect all
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Elcomsoft Phone Breaker
= MITIRMBRE ARSI E—
T2

« BPEHERM O EFNSEAR
&R MiCloudZ P &P BT

= MiClouddiRER[EIFEIE . B
RRIPBEE

= GRERREMLSREIIHRED R
R PIREER

[ Elcomsoft Phone Breaker

Password Recovery Wizard Tools

BlackBerry Apple Microsoft

Decrypt backup

With known password
Decrypt FileVault disk
With known Appleld

Explore keychain

Extract authentication token
Hon-live Windows operating system

Download backup from iCloud

Download files from iCloud

Download photos from iCloud

Download synced data from iCloud

@O0




Apple: 2 TtHEHE

Elcomsoft Phone Viewer YR

User name: Viadimir Katalov
Data downloaded: 2018-06-09 11:27:28 (UTC +3)
KCloud storage capacity: 2.0 TB | 9

» —MNETEEAMA=ER . TAR % cals
HE@E(J/J@!WEQZ&IE 22 e e

Account info (3)

» WEMTEERSFER (e £

N i X 17:33:40 (U +79852236951 00:02:16
Jan
f  ~ Direction X 79251060646 00:00:01
. I TFEEEEESAT, fEHEIcomsoft L
utgang
| y co SO | — X 179251060646 00:00:21
| v Status
s Jn ‘!, 0836348823 00:00:42
one breaker mos | fu Do
iBooks (13) v Nk ‘!; 0836248823 Missed
Aug  Missed t
Sep - .07.2015 0836348823 HNot answered
2 A 5 15:16:02 (U1 +3 +790350... 00:03:23
Nov
= X 151511524 +7903500 00:00:04
‘!' 7.07.2015 09:44:07 +74993720322 00:01:58
I 6072005 eSS e + 47911021 00:06:06
"‘ 16:55:53 (U +791646... 00:02:27
3 3.07.2015 16:32:07 79663280683 00:00:38
J, 1 09:25:36 +79164688730 00:02:45
I oansizeasucey +79254752731 00:00:38
-
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Viadimir Katalov, ElcomSoft

Questions?



